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Abstract. This article studies the use of social networks as new forms of virtual social space, 
which allows realizing different types of fraud. The issue is especially urgent due to the actions 
of users and organizations on social networks and their insufficient level of information literacy 
about computer security. This research aims to provide a social analysis of computer criminality 
before devising any effective actions for increasing security level of interactions in social networks 
and preventing Internet crime. This article depicts some general principles, including negative and 
positive features of user interactions on social networks, accounting for real public relations and 
government regulations in Internet security and computer crime. The results of the research have 
revealed the contemporary distinctive conditions for implementing, increasing, and developing 
computer crime on social networks, its specifics, aims, and technological components. The authors 
describe different kinds of criminal acts on social networks, their typology, and the fraudulent meth-
ods. This research emphasizes the deficiency of knowledge on information security, demonstrated 
by the Internet users. Based on the data acquired during social analysis, the authors recommend 
a number of personal, legal, and public actions for protecting user personal data and preventing 
computer crime on the Internet and social networks.

Keywords: social networks, Internet, information, Internet fraud, cybercrime, information threats, 
information security.

Citation: Kukhto A. I., Maltseva A. V. 2018. “Social networking sites as a platform for fraud”. 
Siberian Socium, vol. 2, no 4, pp. 42-58. DOI: 10.21684/2587-8484-2018-2-4-42-58

A. I. Kukhto, A. V. Maltseva, pp. 
42-58

SIBERIAN SOCIUM

42 vol. 2  |  no 4  |  2018

SS A. I. Kukhto, A. V. Maltseva, pp. 42-58



INTRODUCTION
The end of the 20th century was marked by the penetration of digital technologies 
into all spheres of human life. They rapidly changed them and contributed to the 
emergence of qualitatively new types of social relations. The Internet has given 
people almost unlimited possibilities for transferring and processing information 
and performing transactions that were previously made only in the physical world, 
for example banking.

However, not all activity in the Internet can be viewed as positive. Certain ac-
tivities within the network can lead to negative consequences and impacts on cer-
tain spheres of life.

The relative novelty of the social relations realized through the social networks 
in the Internet and the deficiency of legal and regulatory framework give rise to 
problems and risks associated with cyber-crime. The popularity and continuous 
development of social networks in the Internet promote new types of socially dan-
gerous actions and transform traditional crimes.

Internet fraud is one of the most frequently encountered crimes manifesting 
themselves in various forms online. Despite the fact that online fraud was first 
reported a long time ago, as the Internet is becoming more accessible every year, 
more and more types of online fraud are appearing. However, the measures of fraud 
prevention and correction are mainly contradictory and fragmented. They can 
hardly address the newest forms of criminality.

High-quality legal and regulatory environment in the Internet-based social net-
works requires an interdisciplinary study of all emerging threats on their platforms. 
Fraud is one of the most frequent and possibly dangerous threats. This paper at-
tempts to address the problem of development of quality measures for online fraud 
protection and prevention using the sociological analysis.

MAIN PART
The social network as a sociological concept appeared as far back as in the middle 
of the twentieth century. However, over more than sixty years it has undergone a 
great transformation of meanings. The first websites did not suppose any connec-
tion either between the user and the network administrator, or between the users. 
Users remained anonymous consumers of the content offered by the administrators. 
Various feedback tools appeared gradually with new technological advancements. 
Initially, there were functions of voting and commenting; then communication 
services developed in the form of conferences, chats, etc. [15, p. 111]. Thus, grad-
ually, websites began to turn into sort of virtual social networks.

In general, virtual social networks are a form of virtual social space which can 
be defined as a virtual social structure populated with virtual social groups, virtual 
personalities, and virtual individuals. Therefore, any online community where us-
ers communicate and exchange information can be considered as a social network. 
These communities are most often formed on the basis of common interests, out-
looks, and values.

In the second half of the 20th century, scientists, primarily Western, initiated mul-
tiple studies of social networks to better understand online interactions. They ana-
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lyzed the structure of the relationships in social networks and the actions of users 
who create and modify these structures. Such studies were even more popular at the 
beginning of the twenty-first century. (See, for example, the works by B. Hogan) [7], 
D. M. Boyd (1) and many others.). Ten years ago, N. G. Fielding and R. M. Lee ed-
ited the fundamental Handbook of Online Research Methods [5]. Therefore, it is 
difficult to disagree with A. A. Morozova that complete theories have been produced 
from social network analysis stating that websites are one of the attributes of the 
information society, that they form a special communicative space with its own char-
acteristics and differences from real world interaction [9, p. 201-202].

The interaction on social networking sites is a series of contacts between user 
profiles, implemented in the social network as “friendship”. Ye. G. Efimov rightly 
points out that these contacts “allow network users to create public or semi-public 
profiles within the limits imposed by the system, define groups of other users with 
whom they can communicate and share information, view and link their contacts, 
messages, likes, etc.” [4, p. 27].

Despite all the specifics of virtual relationships, they still remain the relationship 
between man and man, man and group or group and group, to which human laws 
and rules [12, p. 128-129], behavioral attitudes and needs still apply [14]. In addi-
tion, despite the advantages of social networks, their main drawbacks are anonym-
ity and impersonality, which can entail dangers and risks of various kinds, includ-
ing various fraudulent activities.

A rather large amount of personal information voluntarily placed in online social 
networks brings to the fore the problem of information security and protection 
against unlawful attacks on the data stored in such networks, as well as intellectu-
al, financial and physical property.

The importance of information security threats is emphasized by the Doctrine 
of Information Security of the Russian Federation, which defines the following 
“main types of threats:

 � to constitutional human and civil rights and freedoms with regard to the 
receipt and use of information; privacy in the use of information technolo-
gies, … interaction between the State and civil society; as well as applying 
information technologies for the preservation of cultural, historical, spiritual 
and moral values of the multi-ethnic people of the Russian Federation;

 � to the sustainable and smooth operation of the information infrastructure, 
primarily of the critical information infrastructure of the Russian Federation;

 � to the development of the sector of information technologies and electronics 
in the Russian Federation and improving the performance of production, 
research and scientific and technological community to develop, produce, 
and operate information security means and provide information security 
services meeting the needs of the domestic market and entering the world 
market, as well as ensuring the accumulation, preservation, and efficient use 
of domestic information resources;

 � threats to the security of information and telecommunication means and sys-
tems, both deployed and in the process of creation on the territory of Russia”[2].
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One of the main types of online crimes most often committed on social network-
ing sites and directly connected with the security of information and personal data 
is internet-fraud. With the development of information technologies and the emer-
gence of social networking sites as the main platforms for interaction on the Inter-
net, fraudulent actions have changed their nature based on certain properties and 
functions of the virtual environment.

Social networking sites attract various kinds of fraudsters because their audience 
is constantly and rapidly growing. Their users are free to spread information re-
maining anonymous. Site administrators have practically no control over the users 
which means that communication on the website is almost unregulated.

In addition, these sites are characterized by a number of features which togeth-
er form a set of favorable conditions for online crime growth. They include:

1. First, anonymity which can be created with certain (often quite simple and 
basic) skills and knowledge. The opportunities for anonymous access to 
social networks not only generate a large amount of dangerous information, 
spam and advertising, but also a sense of freedom and impunity, encourag-
ing fraudulent schemes within the network.

2. Secondly, the speed of actions and information transfer provided by social 
networks. It allows fast delivery of messages, electronic payments and com-
mercial operations. The speed and easy access to such operations applies 
virtually to the entire Internet space and creates a delay from the moment a 
criminal act is committed until the user realizes that s/he has become a victim. 
This, in turn, can imply that there will be no consequences for the perpetrator.

3. Thirdly, the lack of effective legal regulation and security of Internet pay-
ments and Internet banking including cyber payment services and transfers.

4. Fourthly, the cross-border nature of social networks and, hence, the crimes 
committed on their platforms. The fraud perpetrator and their victims may 
be located in different cities, regions and countries. The differences in the 
legislation and territories can complicate capturing of the criminal and let 
him/her commit more crimes in several places at the same time.

Thus, social networks create a favorable environment for fraud perpetrators who 
use increasingly sophisticated methods of committing criminal offences. Current-
ly, the punishment for online fraud is provided for by art. 159 of the Criminal Code 
of the Russian Federation. Nevertheless, fraud incidents are widespread and con-
tinue to increase in frequency.

Fraud is generally defined in modern scholarly publications as: 
“any deprivation of another person’s property by deception, betrayal of public 
trust, misappropriation, embezzlement and property damage through deception 
or abuse of trust using computer hardware” [6, p. 445]; 
“unlawful intentional distortion, alteration or disclosure of data with the purpose 
of obtaining benefits (usually in cash) using a computer system that is used to 
commit or cover a single or serial crimes” [8, p. 62], 

etc. Each existing definition reveals certain aspects of this type of online crime.
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This type of crime in social networks is the result of the interaction within the 
most unprotected sphere of public relations. Unlike any other type of computer 
related crimes, fraudulent actions are most noteworthy because, in essence, they 
are directed neither at the computer or other means of transmitting information, 
but directly at the person. Most fraudsters aim at monetary gain by deception or 
abuse of trust. Most often, criminals commit such actions that are almost impossi-
ble to distinguish from the goods and services offered on the Internet by legal en-
trepreneurs and firms. Thus, they not only cause damage to users, but also undermine 
the reputation and credibility of legitimate commercial activities on the Web.

Fraud on social networking sites has, according to I. A. Nikitina, two compo-
nents: technological and communicative. The first implies plotting a crime and 
using the Internet environment to cover it up (for example, creating anonymity) 
and receiving money from the user without directly contacting him or her. The 
second includes putting the potential victim under psychological pressure and 
making him/her act in the interests of the fraudster [11, p. 122].

An important aspect of information security is to prevent and counter the use of 
social networking sites for fraudulent purposes. This becomes a daunting task in 
the modern dynamically developing world. Researchers believe that today there 
are no effective measures to prevent fraud on the Internet. Therefore the responsi-
bility to exercise reasonable caution lies with the users who want to make their 
actions on the Internet as secure as possible [3].

Among the possible measures aimed at protecting social network users, we can 
distinguish three categories: measures taken by the administrators of social net-
works; measures taken by commercial organizations that may incur risks in the 
event of fraud; and measures that ordinary users can take [10, p. 71].

Based on the foregoing, fraud on social networking sites can be considered one 
of the most common and dangerous illegal actions in the Internet environment. It 
has various forms and features and changes with the development of technology 
creating threats for both ordinary users and commercial organizations. It has be-
come a problem at the national and even international levels. In addition, it has a 
dangerous social and psychological impact on the users who have encountered it.

We conducted a sociological survey of Internet users in order to study their 
awareness and attitude to fraudulent actions on social networking sites. The sample 
for this survey included those Internet users who are registered on the websites of 
the following social networks: VKontakte, Odnoklassniki, Instagram, YouTube, 
Facebook, and Twitter. The so-called instant messengers—instant messaging sys-
tems for text, audio and video messaging (for example, Telegram, WhatsApp)–were 
not taken into account in the study.

The number of the users of the social network VKontakte (488,810,000) in ac-
cordance with the Catalog of VKontakte users [16] was considered as the volume 
of the entire population since almost all Russian users of social networks are reg-
istered in this network. In this case, with a confidence interval of 5 and a confidence 
probability of 95%, the minimum sample size of the respondents must be 385 re-
spondents in order to get reliable and representative results. The calculation of the 
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sample took into account the age distribution of the users. In addition, the ques-
tionnaire included questions formulated to identify the reason for registering and 
using the social networking sites, the level of user confidence in the interlocutors 
and site administrators and the relevance of the problem of fraud.

During the empirical study, 428 people were interviewed. The survey was 
launched on the Google Forms platform which is an online service for creating 
feedback forms that include questionnaires, surveys, online testing, and registration 
forms.

This technical tool is easy to use and has a number of advantages for conducting 
empirical research:

 � simplicity and clarity of the interface for the respondents;
 � free of charge and round-the-clock access to the data from various devices;
 � possibility to publish links on various platforms, including social networking 
sites;

 � providing possibility to download the received data in various formats suit-
able for Microsoft Excel and the statistical data processing package–SPSS.

Altogether, 1 093 Internet users took part in the survey in May 2018.
The results of the sociological survey can be divided into four parts: basic in-

formation, personal data, threats of fraud and the influence of the user’s field of 
education.

The age distribution of the majority of the respondents is 14–28, which corresponds 
to the official statistics of the user audience of the social networks presented in the 
survey. Thus, the sample can be considered as representative [11] (Fig. 1).

Fig. 1. Age distribution of social networks’ users
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Almost all respondents are registered on various social networking sites. The 
overwhelming majority did it on their own, and only a small portion of the respond-
ents admitted that they entrusted this process to their relatives and friends.

However, even the presence of this aggregate (less than 5%) may indicate that 
a certain percentage of users of social networking sites are more susceptible to 
dangers and risks of hacking, since registration by an outsider often leads to shar-
ing of passwords and makes the user vulnerable to cybersecurity threats such as 
social and psychological pressure (Fig. 2).

The most popular among the Russian users of social networking sites is VKon-
takte. The second place goes to YouTube – a social media platform built on the 
principle of a social network. The social network for sharing photos and videos 
Instagram ranks third in popularity. Given the specifics of the social media and net-
works aimed at visual data, it can be assumed that, during registering on these sites, 
anonymity is more difficult to maintain than on the classic examples of social net-
working sites such as VKontakte, Facebook or Odnoklassniki (Table 1).

The survey revealed the information related to personal data by asking questions 
aimed at identifying the data which users most frequently post on the networks 
taking into account the degree of privacy of their user profiles and information 
disclosure behavior in relation to the other users of this network or the Internet.

The most pertinent information, which most often enters the network through 
voluntary publication, is photographs (which is not surprising, given the large num-
ber of Instagram users). However there is a large percentage of those people who do 
not publish any data in open access. This can be explained both by the lack of need 
and by the desire to maintain complete anonymity on the network (Tables 2-3).

Fig. 2. Distribution of users registered in social networks according to the survey results
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Table 1. Popularity of social networks among users
Which social network do you use? % of observations
Facebook 10
VKontakte 96
Twitter 21
Tumblr 8
Odnoklassniki 4
LiveJournal 0
Ask.fm 7
Instagram 47
YouTube 62
Use none 0

Table 2. Published average data by sample
The data published by the users % of observations
photo 65
telephone number 12
address 3
location 10
family status 6
Information about their work 12
Do not post anything 31

Table 3. Published data by different age groups
The published data Up to 14 14-20 21-28 29-45 46-55 56 and older
photo 1 33 24 5 2 1
telephone number 0 5 5 1 1 0
address 0 1 1 1 0 0
location 0 4 4 1 1 1
family status 0 2 1 1 0 0
Information about their work 0 4 6 2 1 0
Do not post anything 0 16 9 4 1 1
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Also, in most cases, users leave their profiles on the social network open. How-
ever, older users tend to grant selective or restricted access to their profiles (Fig. 3), 
which may indicate their greater caution and can be explained by previous online 
fraud experiences (Fig. 4).

To learn about the users’ perception of fraud threats on social networking sites, 
we asked questions about their attitudes to this phenomenon and relevant personal 
experience (what threats affect the users’ activities on the network; the users’ ex-
perience of social media fraud; whether they consider themselves protected).

Most users are disturbed by threats of both human and technological nature 
(Fig. 5). However, the percentage of people who noted threats related to human 
activities and directed at the users (for example, fraud) is almost twice the percent-
age of those who chose technological threats aimed at destroying their computer 
system (e.g. viruses) (Fig. 6).

When distributed by age categories, the value of the “technological threats” 
variable begins to decrease and the value of the variable that says that users are not 
worried about any of the listed types of threats (Fig. 5) rises. This situation may be 
associated with a lower awareness of the older generation of the users in compar-
ison with the younger ones who get access to social networks at an early age.

Fig. 3. Profile privacy specifics by age
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Fig. 4. Respondents’ perceptions of the impact of threats depending on the age

SIBERIAN SOCIUM

51vol. 2  |  no 4  |  2018

SSA. I. Kukhto, A. V. Maltseva, pp. 42-58



Fig. 5. Respondents’ perceptions about the fraudulent threats’ economic impact  
on user activity on social networks
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Table 4. Distribution of threats depending on the social network, preferred by a respondent

Social network

Types of threats

Concerned 
about man 

made threats

Concerned 
about 

technological 
threats 

Concerned 
equally about 
both types of 

threats

Are not 
concerned Total

Facebook 25 14 39 23 100
VKontakte 24 13 39 23 100
Twitter 21 12 49 17 100
Tumblr 17 20 46 17 100
Odnoklassniki 20 13 53 13 100
LiveJournal 0 0 0 100 100
Ask.fm 3 17 73 7 100
Instagram 26 13 44 17 100
YouTube 26 11 39 24 100
Use none 0 50 0 50 100
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The distribution of the user attitudes towards threats depending on their preferred 
social networking sites (Table 4) is also quite interesting. In this case, the number 
of the people who have noted man-made threats also prevails for almost all the 
social networks. The only exceptions are the users of Tumblr and Ask.fm, which 
can be explained by the greater openness of these networks and fewer data secu-
rity technologies (for example, registration confirmation via e-mail is not necessary 
for registering on the Ask.fm network).

When comparing the percentage of the users who have encountered fraud during 
their activity in the social networks (Fig. 7), one can see no direct correlation. The 
number of the respondents who have personally encountered online fraud and are 
now worried or not worried about the problem of human threats is approximately 
the same.

From the charts described above, it can be noted that, in general, regardless of 
the age, preferred social network or fraud experience, the majority of the users 
are worried about threats from human activities. This indicates that fraud preven-
tion on social networking sites is a common growing concern and site adminis-
trators together with the authorities and the users themselves shall deal with the 
problem. Since the legislation in the area in question is underdeveloped, as well 
as the technology solutions to fight cybercrime, the dialogue seems to be the most 
successful strategy.

Fig. 6. Distribution of respondents’ views on the nature of threats
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Threats associated with the loss of financial resources are called an urgent prob-
lem by a third of the social networks users (Fig. 8). Figure 9 shows an interesting 
distribution of the values: 26% of the respondents consider the problem of fraud 
in social networks relevant; they encountered it personally; 37% of the respondents 
personally experienced fraud, but they believe that it was an accident and ignore 
the risks; 12% have never been fraud victims, but assessed the risks as relevant. 
This group is most secure. Many of them treat online payment services and plat-
forms offered by various social networks with caution; 25% of the respondents, in 
our opinion, constitute a risk group, since these users have not personally encoun-
tered the problem and do not consider it critical, which may result in reckless online 
behavior (Fig. 9).

Despite the high frequency of fraud on the social networking sites as well as the 
fraud-related negative experience of some users, for most it is not relevant, which 
may again be due to the respondents’ low awareness of the potential online dangers 
(Fig. 9).

Among the respondents who have experienced fraud on the social networking 
sites, the majority believe that they were poorly protected against various kinds 
of criminal actions (identity theft or breach of trust) by the site administrators 
(Fig. 10).

This empirical study allowed us to identify a number of trends in the users’ at-
titude to this phenomenon and its influence on their activities within the social 
network.

First, the majority of the users tend to consider human threats within the social 
networks to be the most dangerous for themselves. Obviously, the problem of 
technological threats is being gradually and successfully solved through the crea-
tion and improvement of various technologies (for example, antivirus or cleaning 
programs). The problems of fraud and breach of trust have not been much elabo-
rated on and are currently requiring further investigation and solution.

Secondly, a significant number of the users encountered fraudulent activities on 
the social networking sites directly or indirectly, which implies that the phenome-
non is common on the Internet and on various platforms, regardless of the country 
of origin and the attempts of the social network administrators to mitigate risks. 
Fraud is a transnational phenomenon, therefore, in order to find a solution to this 
problem, there is a need for consistency between the law enforcement and govern-
mental systems of different countries.

Thirdly, the potential threats associated with money transfers do not allow the 
respondents to use freely all the features and services of the social networks.

Fourth, despite the widespread occurrence of fraud on the social networking 
sites, more than 60% of the users do not consider the problem of online fraudulent 
activities relevant to themselves. They tend to reason like “it will not affect me”. 
Based on these statistics we can assume low user awareness, literacy, and infor-
mation culture. Thus, it is important to timely disseminate information related to 
certain types of fraud and fraud prevention on the social networking sites.
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Fig. 7. Distribution of the nature of threats according to the personal user experience
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Fig. 9. Distribution of user opinions on the urgency of fraud according to their personal experience
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CONCLUSION
Social networking sites are becoming an integral part of people’s lives. Their 
importance is continuously growing in all spheres of modern social life. How-
ever, the influence of social networks on social development remains ambiguous. 
On the one hand, online networks facilitate active communication between peo-
ple, rapid transfer of information and access to the resources necessary for the 
successful life of the individual and meeting his/her needs. On the other hand, 
virtual communication is different from the real one. It is less subject to control 
and regulation, which can give rise to all sorts of risks and threats associated with 
the loss of personal data and formation of various deviant behavior patterns in 
individuals.

Interaction on social networking sites remains one of the most unprotected types 
of human relationships, creating ever new security threats, both technical and, to 
a greater extent, man-made. Despite the development of technology and knowledge 
society, the overall level of erudition and education, which should be increasing 
every year, is not high enough. At the moment not all social network users are 
competent in the field of information literacy and personal data protection. Many 
of them do not consider it necessary to restrict public access to their personal in-
formation which can be used by criminals for gaining money profit or against the 
owners themselves. In addition, a large number of the users believe online fraud 
and overall cyber security do not have anything to do with them personally.

Computer fraud today is massive; and in most cases fraudulent actions through 
direct interaction with the user mean the attacker’s expected outcome will be pos-
itive. Fraud on social networking sites develops dynamically, is geographically 
distributed and has a latent character, which makes legal regulation difficult and 
forces the average user to take full responsibility for protecting their own person-
al data and finances.
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