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Abstract. This article explores the possibilities of Big Data in forecasts and social networks as a 
source of information about society, as well as its role in security processes. The authors aim to 
study the possibility of obtaining socially significant information through Big Data, in particular, 
on one of the aspects of environmental safety. Fundamental sociological theories are considered, 
such as theories of the risk society by W. Beck and E. Giddens, as well as the information society 
(accounting for the peculiarities of the influence of the latest information technologies on society, 
including Big Data). Based on a number of studies systematizing approaches to the definition 
of Big Data, the authors derive their own. Using qualitative methods (in particular, content 
analysis), the authors analyzed the example of the incident-management application provided 
by the Committee on Informatization and Communications of the City of Saint Petersburg. The 
empirical base of the study includes 16,694 comments on the public page of the governor of St. 
Petersburg Alexander Beglov, obtained through a program in Python and using VK Api. The 
study analyzes user comments on environmental risks in the districts of St. Petersburg, identifies 
areas that are most exposed to environmental risks, as well as the sources of these risks and the 
subjects of responsibility for them. The results show that informal means of communication 
between representatives of the executive branch and citizens are of great interest as a source of 
sociological information investigated using algorithms and methods for analyzing Big Data. Such 
analysis helps in increasing security by reducing uncertainty and gaining new knowledge about 
society. On the other hand, the researchers have identified possible social risks associated with 
collecting, storing, and using Big Data. In particular, these are the risks of external interference 
with the application. In practice, these risks should be prevented and minimized by improving 
and testing applications by the developing company. Sociology, in turn, must consider this fact 
and avoid introducing undue errors in the research results.
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INTRODUCTION
The relevance of this paper is determined by the empirical “big data” material 
it surveys. The term big data has become increasingly popular and is widely 
used in the academic environment, among professionals, and in the media. Yet, 
according to A. de Mauro, the fact that this term is used in a variety of contexts, 
often not corresponding to the real meaning of big data, prevents their full and 
effective study [4].

Nevertheless, taking into account the speed of technological progress and 
the fact that digital technologies penetrate into all spheres of human activity, 
data is an attribute of the contemporary community. Globally, people produce 
2.5 trillion megabytes of data every day. There evolve new ways to analyze 
data using specific analytical algorithms, tools, and methods. Data processing 
assists in collecting information on risks and threats that, in its turn, may ensure 
security and contribute to societal sustainability.

However, many sociologists (e.g. E. Giddens and W. Beck) consider that, 
apart from positive effects, any technology bears potential risks and threats to 
social security. From a sociological standpoint, not only a phenomenon, but 
also the term designating it, can cause much interest and concern. According 
to researchers, terms have an impact on society. Popular discourse on big data 
engenders the image of great significance of this phenomenon for commercial, 
managerial, governmental, and research goals, thus devising a controversial 
view on big data limitless possibilities [12].

Meanwhile, sociologists involved in public opinion polls state that charac-
teristics inherent in big data make them more effective for making foresights 
than traditional methods [15, p. 30-43]. In particular, D. Boyd and C. Crawford 
write that big data create a radical shift in the way we “think about research” 
and profound changes at the levels of epistemology and ethics. Big data rede-
fine key questions of knowledge constituents [2, p. 662-679]. At the same time, 
researchers distinguish existing problems, for example, those linked to big data 
representational potential [13, p. 141-145]. That is, their ability to provide new 
information on social activity in the contexts of both science and security.

Thus, the aim of this study is to assess big data potential in contributing socio-
logical information in a sample environmental security context. In this case, big 
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data analytics for security provision capabilities was done via the Incident Man-
agement application, a program for responding to publications and complaints on 
social networks used in public administration system. The authors resort to quali-
tative methods in general and content analysis in particular.

The empirical material comprises 16,694 comments extracted from the public 
page of the acting Governor of St. Petersburg, Alexander Beglov, with the help of 
a program in Python using VK Api. Users’ comments on environmental risks in 
some districts of St. Petersburg enhance the analyzed data.

MAIN CONCEPTS  
AND RESEARCH DATA ANALYSIS

Technologies, including big data, can be studied from a sociological view point 
in the context of social impact. Hence, according to M. Castells, modern society 
is “informational”. Knowledge and information have been central to all societies, 
but due to the development of technology, information has become a crucial point. 
M. Castells is sure that the term “security” needs to be rethought in the context 
of a new socio-economic reality [3, p. 319].

E. Giddens understands “nation states” as information societies, since state 
power implies the reflective collection, storage and management of information. 
They are highly organized systems, and, therefore, government agencies need 
new technologies and a high level of information support [6, p. 178].

Next, we need to focus on the concept of “risk society” suggested by W. Beck. 
This is a society that systematically confronts “the dangers and insecurity caused 
by scientific and technological progress itself” [1]. Subsequent researchers, 
K. Kerr in particular, claim that Beck’s theory interrelates forecasting and risk 
concepts. Fear in front of the latter leads to an increased desire to have the abil-
ity to predict and to block risks before they occur. E. Giddens specifies that the 
contemporary community can identify and prevent risks by means of collecting 
information [8]. The scientist adds that rapid digital and technological develop-
ment and rationalization, being the attributes of modernization for the past few 
decades, now are associated with a growing threat of artificial risks created by 
societies themselves. These risks are induced by a high level of human activity, 
in contrast to external risks, such as natural disasters, which were the main con-
cern of the previous industrial era [7, p. 1-10].

Security is defined by the federal law of the Russian Federation from March 5, 
1992 No. 2464-1 as 

“the protection of the vital interests of the individual, the society, and the state 
from internal and external threats” [16]. 

In the new 2010 edition of the law, as well as in the National Security Strate-
gy of the Russian Federation until 2020, the strategic tasks are the most important 
social, political, and economic transformations in order to create a safe environ-
ment to ensure the constitutional rights and freedoms of citizens of the Russian 
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Federation, the country’s sustainable development, the preservation of territori-
al integrity and state sovereignty [17]. V. Kuznetsov identifies spiritual, econom-
ic, military, environmental, informational, political and social types of security 
[10, p. 147]. In its turn, information technology, or big data, serves as a means 
to provide security.

Surveying a number of studies, we deduced a generalized definition, according 
to which big data means data volumes, characterized by velocity and complete-
ness. Obtaining information and knowledge from big data requires the use of 
special technologies and analytical mechanisms (Big Data Analytics). This defi-
nition rests upon the findings of A. de Mauro [4], compiled as a result of the 
analysis of research articles’ abstracts, and was corrected with regard to amend-
ments made by R. Kitchin [9].

Velocity is a key attribute of big data. Big data is created continuously. Data 
may be generated while a user is browsing websites. Data completeness means 
that big data covers the entire system (n = everything) and not just a sample. 
For example, Twitter captures all tweets made by all accounts, not a sample 
tweet. A. de Mauro identifies four main aspects within big data such as infor-
mation, technology, methods, and impact on society. The researcher concludes 
that these are most common topics in the existing academic literature on big 
data [5, p. 122-135].

The first aspect is information. Data becomes available due to its digitization, 
which makes it comprehensible for computers. In addition, there is a wide vari-
ety of other formats. There is also a huge number of devices connected via the 
Internet. Information can be extracted from this amount of data according to the 
hierarchy “data – information – knowledge”. Information is the purpose of data 
analysis. Working with big data implies requirements for technological comput-
ing resources and data storage opportunities. In particular, HAdoop technology 
enables large amounts of data processing using a group of distributed machines.

Another significant aspect is the ability to transfer and store huge amounts of 
data. To extract information, a set of methods for their processing and analysis 
is used. These can be traditional (correlation, content analysis) or innovative 
methods (natural language processing, neural networks).

At the same time, big data usage and management affect many spheres of social 
activity. Thanks to technology, the range of sources expands, establishing a more 
diverse societal perspective, primarily due to big data completeness property. The 
positive features of big data stem from their main attributes. For instance, com-
pleteness enables the analysis of an entire data set, not just a sample, and velocity 
contributes to information relevance, because big data is created continuously.

The creation of big data makes it possible to increase the degree of completeness, 
accuracy and relevance of information, which helps to minimize risks. However, 
big data is becoming a source of new risks, including the following problems.

Firstly, there are problems of data privacy and security, as well as restrictions 
on the knowledge that personal data are collected and studied as governments 
have the right to collect information without having the consent of users. The 
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symbiosis of public and private sectors also refers to these problems, because 
many of the functions that we perceive as public sector functions (counting, 
classifying and serving our needs as citizens) are actually performed by the 
private sector, which has corresponding consequences for transparency and 
accountability.

Secondly, problems arise at different stages of big data processing. For example, 
the results of applying big data may be erroneous due to the lack of knowledge in 
data analytics (at the stages of collecting and analyzing data) as well as due to the 
selection of inappropriate methods or their illiterate use. Data interpretation can 
cause incorrect management decisions due to the excessive trust of people in big 
data technologies.

Google Flu Trends (GFT) project, aimed at predicting the flu pandemic based 
on people’s searches for drugs, is a striking example. In February 2013, the project 
failed as it more than doubled the number of visits to doctors for influenza than the 
Centers for Disease Control and Prevention (CDC). This incident initiated active 
big data discourse in various media [11, p. 1203-1205].

Thirdly, there is a controversy between the need for large investments in the 
technology sector and the cases when these investments do not lead to the expect-
ed results. A real working example of introducing big data technology in the activ-
ities of government agencies of the Russian Federation is Incident Management – 
a new system for responding to publications on social networks (complaints, 
questions, appeals). The program developer is Medialogia LLC.

The company collects data within social networks (Facebook, VKontakte, Od-
noklassniki, Instagram, YouTube, Twitter, Google+, Mail.ru Replies, LiveJournal), 
forums, and media [14]. More than 100 million messages per day are downloaded 
to the company’s servers using Apache Flume, Apache Kafka, Apache Ignite and 
other tools. Computer linguistics, clustering, and machine learning technologies 
assist in stream processing.

Three data centers with a total capacity of 650 terabytes contain a so-called “data 
lake”. Apache Big Data Stack serves data processing and analysis. Customer ap-
plications receive data via internal chain. In particular, this is how Incident Man-
agement and other solutions for analyzing social networks and media operate.

The application carries out automated monitoring of messages and comments. 
A set of selected messages allows creating active incident messages. Further, the 
incident is distributed to those responsible within the system. These may be repre-
sentatives of executive authorities or a local government.

So far the application operates in test mode and processes data from the public pro-
file of Alexander Beglov, the current Governor of St. Petersburg. However, in prospect, 
this application will help to improve societal functions through the correct and timely 
receipt of information on needs and problems and to reduce the response time.
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Next, we conducted empirical research, aimed at studying the possibility of ap-

plying big data technologies to ensure environmental security. Environmental se-
curity is the protection from threats posed by human activity. Environmental secu-
rity provision in a modern metropolis is a complex and multi-dimensional process. 
E.G. Tikhomirova and E.G. Semin classify measures to minimize environmental 
risks and threats into a number of blocks.

This work surveys the sanitary unit (the issues of cleaning the city space and its 
water areas from garbage and waste) and the decontamination unit (further waste 
disposal and recycling). Using a specially developed Python program, VK Api 
uploaded an array of 16,694 comments from the comments to posts at Alexander 
Beglov’s page for March 2019.

Out of these, the researchers selected 145 comments, which mentioned the prob-
lems of garbage and municipal waste. Further, the content analysis was applied to 
identify both the type of knowledge to obtain from the source for a subsequent 
reaction to emerging risks and the opinions of residents about environmental threats 
associated with waste. The received data served as the source for the analysis since 
the application itself is still in test mode.

The content analysis contributed data in three spheres: problems associated with 
waste cleaning and recycling; localization of environmental risks by district; and 
city residents’ assessment of social subjects’ activities (see Table 1). The following 
are the results of the empirical study for each category of analysis.

1.  Problems related to waste cleaning and recycling. The distribution of user 
comments according to the problems they listed is presented in Table 2. 
Monitoring social networks provides information or clarifications on one of 
the types of environmental problems – waste problems. 32% of all comments 
associated with the decontamination unit were divided into two additional 
blocks; 16% of all comments relate to the collection, disposal, and storage 
of waste: overcrowded bins, lack of bins at sites, problems with waste sort-
ing. Another 16 % included complaints of landfills, unsanctioned dumps, 
incineration and recycling plants.

The sanitary unit accounted for 68% of the total set; 44% of all comments just 
mention a problem, without specifying the nature or other additional properties. 
Within this group, 30% of comments contain the phrase “mountains of waste” 
This way it is impossible to get more information from the comments. In 9% of 
comments, users mention problems associated with the localization of waste in 
urban areas, parks, beaches, and abandoned buildings. In 15% of the comments, 
additional characteristics are given: concomitant dust pollution, construction 
waste, various animal species and organisms.
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2.  Information on environmental risks in the districts of St. Petersburg. The 

analyzed resource data shows that 77% of the comments provided informa-
tion on the location of sources of environmental waste associated threats. A 
more detailed distribution of these regions is presented in Fig. 1.

3.  Assessment of the activities of social actors. In addition, in the course of the 
analysis, the researchers studied the comments on social subjects and an 
assessment of their activities in the context of ensuring environmental secu-
rity (see table 3). All references were tagged either as positive, neutral – if 
the comments contain a request or appeal without evaluative judgments, or 
negative – criticizing the actions of those actors who, according to people’s 
opinions, are responsible for carrying out a set of measures necessary to 
improve the situation.

Out of 145 comments, 48 comments (33%) indicate a social actor. Of these, 48% 
contain a neutral reference or a request, without positive or negative ratings; 80% of 
neutral statements relate to the Governor; 51% of the total number contain negative 
references. The work of city officials and authorities (39% of the total number of 
negative comments) as well as the operation of specialized utility services (26%) 
evoke the greatest dissatisfaction of the citizens. In addition, 13% of negative ratings 
refer to the experience of previous Governors of St. Petersburg.

Fig. 1. Information on the distribution of user comments  
on environmental risks by districts of St. Petersburg
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Table 1. Content analysis of the Internet source

Categories of analysis Elements of analysis Empirical data

Mentioning the problems  
associated with waste cleaning 

and recycling

Specific addresses and place 
names, where environmental  

security is at stake

Words and phrasesMentioning the areas  
where environmental risks  

have been localized

The word “waste”  
and semantically related words

Mentioning social actors and 
assessing their performance

Specific names of social actors, 
positions and other characteristics

Table 2. Information on the distribution of user comments on problems related to waste 
collection and recycling

Decontamination unit (32%) Sanitary unit (68%)

Waste collection, 
disposal, storage

(16%)

Waste sites, 
landfills, plants 

(16%)

Additional 
characteristics

(15%)

Pollution sites
(9%)

Non-specified
(44%)

Table 3. Information on the distribution of user comments on the assessment of social actors

Comments that mention  
social actors (33%)

Neutral (48%)
Beglov (83%)

Others (17%)

Negative (51%)

Officials, authority  
representatives (39%)

Utility services (26%)

St. Petersburg Governors (13%)

Others (26%)

Positive (1%)

Comments that do not  
mention social actors (67%)
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CONCLUSION

Thus, we can draw the following conclusions on the empirical part of the article. 
Nevsky, Primorsky, Vyborg and Kalininsky districts of St. Petersburg are greatly 
exposed to environmental risks. Most pressing problems are related to waste in 
urban space, as well as to its collection, disposal, storage and recycling. Most of 
the dissatisfaction is caused by the work of city and government officials, while 
the requests and appeals to cope with the situation address A. Beglov in the major-
ity of cases.

Text analysis of user data reveals that some of the comments do not contain 
clarifications on the problem (44%), do not indicate the place of pollution (23%), 
or do not assess the activities of social actors (67%). Thus, the Incident Manage-
ment application, at the moment, contributes to obtaining information to ensure 
security. The prospect is that selection of data from several social networks and the 
use of a wider range of methods will be able to provide more comprehensive in-
formation.

As a result of the research work, we can formulate general conclusions. It has 
been revealed that fundamental sociological theories, such as theories of the risk 
society and the information society, take into account the impact of the latest in-
formation technologies, including big data, on society.

Finalizing the research, we have synthesized the definition of big data. A com-
bination of traditional content analysis and the opportunities provided by program-
ming languages (Python) enabled the authors to study the role of the Incident 
Management program, which uses big data technology in environmental security 
provision process.

The content analysis of Alexander Beglov’s page in VKontakte demonstrated 
the possibility of obtaining information and knowledge on the threats and risks that 
must be minimized in order to achieve social sustainability, thus it confirmed the 
hypothesis put forward. The discussed theories account for the possible risks that 
Incident Management and developer company might have faced (for example, 
information leakage). Despite the proven high potential of these technologies, it is 
necessary to continue to research the risks that they may carry and work to mini-
mize them. Therefore, further studies of such applications seem necessary.
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